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ninux.org

● Community network in Italy
● Islands

– each island is in a geographical region

– each island uses a different routing protocol



  



  



  

Ninux Rome

● OLSR (v1)
● IPv4 + IPv6 network

– Uplinks:
● BGP peerings (both IPv6 and IPv4)
● DSLs (IPv4 only)

● Experimentation-oriented



Ninux Firmwares

● Scooreggione
– customized OpenWrt with OLSR (v1)

● Sburratone
– customized Ubiquiti AirOS with OLSR

● Reversed firmware image at first, then Ubiquiti released the AirOS SDK

– Why? Very active people joined but they wanted to use 
proprietary firmware. Their claims:

● driver performance
– and use of wireless proprietary extensions (e.g. AirMax)

● user interfaces
● firmware features

– site survey (more about this later)
– performance tests
– ...



Ninux Roma node - routing on the roof



No more SDK!

● Ubiquiti decided to close its AirOS SDK in 2013
● Proposal by some: let's use the proprietary 

original firmware on the CPEs and move the 
routing to another device



ninux Roma node - ground routing



ninux Roma node - ground routing



So...

● Result: we have a lot of different firmwares and 
node setups in the network
– Sburratone

– Scooreggione

– Proprietary firmwares

– Vanilla OpenWrt

– Vanilla LEDE
– Libremesh
– ...



Site Survey

● One of the features missing in OpenWrt/LEDE 
according to proprietary firmware supporters is 
the “site survey” functionality
– To understand what you are scanning when you are 

on the roof you can either:
● use a unique SSID on each AP
● maintain a database of MAC addresses
● rely on the hostname as broadcast by the proprietary 

extensions





Site Survey

● How is this done?
● Proprietary extensions to the IEEE 802.11 

beacons







Information Elements (IEs)

● IEEE 802.11 management frames may contain 
groups of fields called Information Elements (in a 
way similar to TLVs)
– The Beacon frames may contain Vendor-Specific IEs

● The Vendor Specific IE is used to carry information not defined 
in the standard

● The OUI field shall be a public OUI assigned by the IEEE 
– In our case 00:0c:42 (assigned to Routerboard.com - Mikrotik)

Element ID Length OUI Vendor-specific content

1 1 3 n-3 (octects)



iw dev wlan0 scan -u



Hostname IEs format

OUI Hostname in ASCII???





sitesurvey script

● busybox-friendly shell script
● Takes the output of the vendor elements from 

iw -u and performs a translation to ASCII



And on the AP side?

● vendor_elements in hostapd.conf
● generatevendorelements script



echo vendor_elements=$(./generatevendorelements experiment) >> hostapd.conf

hostapd hostapd.conf

generatevendorelements script







Support in OpenWrt/LEDE

● iw scan -u is not working
– in both OpenWrt and LEDE

– a patch disables the -u option

– works on old OpenWrt versions
● tried on Attitude Adjustment

● hostapd vendor_elements
– ubus support in LEDE 17.01 and OpenWRT 15.05



200-reduce-size.patch
 196 @@ -1835,6 +1838,7 @@ void print_ies(unsigned char *ie, int ie

 197                     ieprinters[ie[0]].name &&

 198                     ieprinters[ie[0]].flags & BIT(ptype)) {

 199                         print_ie(&ieprinters[ie[0]], ie[0], ie[1], ie + 2);

 200 +#if 0

 201                 } else if (ie[0] == 221 /* vendor */) {

 202                         print_vendor(ie[1], ie + 2, unknown, ptype);

 203                 } else if (unknown) {

 204 @@ -1844,6 +1848,7 @@ void print_ies(unsigned char *ie, int ie

 205                         for (i=0; i<ie[1]; i++)

 206                                 printf(" %.2x", ie[2+i]);

 207                         printf("\n");

 208 +#endif

 209                 }

 210                 ielen -= ie[1] + 2;

 211                 ie += ie[1] + 2;

iw binary: 75049 bytes 
iw binary without the above hunks: 79869 bytes
Delta = 4820 bytes



vendor_elements support in OpenWrt/LEDE

ubus -v list hostapd.wlan0

ubus call hostapd.wlan0 set_vendor_elements 
'{"vendor_elements": 
"dd26000c42000000011e000000001f660902ff0f6578706572696d656e
7400000000000000000000"}'

ubus call hostapd.wlan0 update_beacon



Notes

● scraping iw is bad
– a parsable (JSON?) output option for iw would be 

nice to have :)

● How to bring back iw scan -u?
– remove the hunk from patch 200?

– submit a new patch?

– create a new “iw-full” package?



References

● https://github.com/cl4u2/ieswescan
● No More AirOS SDK 

https://community.ubnt.com/t5/airOS-SDK-
Custom-Development/No-more-SDK/td-
p/440237 



Thank you!



  

Ground Routing

● Several outdoor routers:

– In bridge mode

– Each one on a different 
VLAN

● A single router:

– usually indoor, on the 
ground

– runs olsrd (over OpenWrt)
● Routing logic


